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Dear Friends,  

In the age of the Internet, the information highway runs right into your 
home computer and the street corner mugging all too often takes place 
right inside your home. The Internet is a fabulously powerful tool of 
convenience, efficiency and productivity but it is increasingly being used 
by ever more sophisticated criminals who have devised pernicious and 
devious methods for robbing your identity and taking your money.   
 
The best protections against such an attack are care, caution, and 
vigilance. This booklet talks about identity theft in general and a new 
form of identity theft called “Phishing” in particular. Every day, tens of 
millions of Phishing emails are being sent to computer users throughout 
the world. Protecting yourself is not difficult once you become aware of 
the problem. Please review this booklet for advice about how to 
recognize a Phishing attack and how to protect yourself against identity 
theft.  Also, I’ve included a section on steps to take if you believe that 
you have become a victim of such an attack.   
 
Don’t hesitate to contact my office if you need more assistance.   
 
Sincerely,  
 
 
 
P. David Soares  
District Attorney  
Albany County 
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I wish the thank the Anti-Phishing Working Group  and the Federal Trade 

Commission which developed many of the materials included in this pamphlet. 

P. David Soares 



 

What is Phishing? 
 

Phishing is a form of on-line identity theft that uses sophisticated fraudulent email messages to 
fool even the most sophisticated internet users into providing critical security information such 
as logon I.D.’s and passwords.  

 
A typical Phishing attack includes an email from a trusted financial institution that notifies you 
of some sort of action that requires you to sign into their website. You are then asked to enter 
some key financial data such as your credit card number, your password, or your social security 
number. This data is then captured by the creator of the Phishing message who uses the data to 
steal money from your account.  

 
The message usually says that you need to “update” or “validate” your account information. It 
might threaten some dire consequence if you don’t respond such as having your account frozen. 
The message contains a link, which, if you click on it, directs you to a Web site that looks just 
like the legitimate organization’s site, but it isn’t. The purpose of the bogus site? To trick you 
into divulging your personal information so the operators can steal your identity, transfer money 
out of your account, run up bills in your name or even commit crimes in your name. 

 

How Big is the Problem? 
 
The number of these so-called Phishing attacks increased by over 1200% last year and the 
amount stolen through these techniques exceeded $300 million. According to a March 2005 
report by Symantec, there are now over 33 million Phishing attacks every week. Although the 
Albany DA’s office hasn’t received any reports of victims here in Albany County, it is better to 
protect yourself from becoming a victim than it is to try to repair the damage of lost funds and a 
tarnished credit rating. 

 

How to Spot a Phishing Attack 
 

Early Phishing attacks were relatively easy to spot since very often they contained typographical 
errors, poor grammar and odd syntax. Additionally, they were very often addressed to “Dear 
Customer” and since Phishing emails are sent out to very large lists of email addresses most were 
sent to people who aren’t, in fact,  customers of the supposed source of the message. A Phishing 
attack very often will include some sort of warning and a request to click on a supplied link to 
provide or correct some key personal information.  
 
However Phishing attacks have become increasingly sophisticated. Recent attacks have included 
personalized letters and have become less threatening in tone. They appear to be a notice from 
your financial institution requesting some sort of routine maintenance of your account.  
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But the common thread of virtually all Phishing attacks is that they request that you log on to the 
financial institutions website and enter or update some personal information using a link 
provided in the email message.  

 

How to Protect Yourself From Becoming a Victim 
 

The first and most important rule to protect yourself from a Phishing attack is to:  
 

NEVER CLICK ON A LINK 
 

in such a message. Similarly:  
 

NEVER CUT AND PASTE A LINK PROVIDED IN THE MESSAGE. 
 

If you think that the message is legitimate, sign onto the website using your standard weblink or, 
call a customer support number from the financial institution and ask if the message is legitimate. 
But just as you should  never use a link provided in the email message so should you never call a 
number listed in the email message.  

 
DO NOT CALL ANY NUMBER INCLUDED IN THE EMAIL MESSAGE 

 
Phone numbers included in Phishing attacks will route you to a criminal phone bank. If you think 
the message is legitimate, call the number listed in your regular monthly statement or call your 
local branch and ask them to connect you to the computer operations department or computer 
fraud department.  
 

What Other Steps Can You Take to Protect Yourself? 
 

Don’t ever email personal or financial information.  
 
Never enter personal or financial information on any website that is not secure. The URL 
for a secure website begins with “https:” (the “s” stands for “secure”).  Unfortunately, no 
indicator is foolproof; some Phishers have recently learned how to forge security icons. 
 
One excellent source of protection is to check all your accounts regularly to ensure that there 
are no illegitimate transactions. When you get your monthly statements, go over them promptly 
and carefully. Federal law provides protections if you report a fraudulent transaction within 60 
days of receiving your statement but it limits the bank’s liability thereafter, so promptness is 
important.   
 
Use anti-virus software and keep it up to date. Some Phishing emails contain software that 
can harm your computer or track your activities on the Internet without your knowledge. Anti-
virus software and a firewall can protect you from inadvertently accepting such unwanted files. 
Look for anti-virus software that recognizes current viruses as well as older ones; that can 
effectively reverse the damage; and that updates automatically. 
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Install a firewall in your computer. A firewall helps make you invisible on the Internet and 
blocks all communications from unauthorized sources. It’s especially important to run a firewall 
if you have a broadband connection.  

Keep your software up to date. Your operating system (like Windows or Linux) may offer free 
software “patches” to close holes in the system that hackers or Phishers could exploit. 

Use caution in opening any attachment or downloading any files from emails you receive, 
regardless of who sent them.  

Use complex passwords that are difficult to guess and security questions that are difficult to 
guess. For example passwords should include a random combination of numbers and letters. And 
secret security questions such as your mother’s maiden name should not be used for financial 
accounts. 

What On-line Resources Exist to Provide Additional 
Information? 

Anti-Phishing Working Group   http://www.anti-Phishing.org - Daily news from the net about 
Phishing attacks. 

The Federal Trade Commission ID Theft Home Page 
http://www.consumer.gov/idtheft/
 
Fight Identity Theft  
http://www.fightidentitytheft.com/paypal_scam.html
 

What to Do if you Think You Have Received a Phishing 
Message  
 
If you think that the message is a Phishing message, forward it to the Federal Trade Commission 
(FTC) at  spam@uce.gov. You can also send a copy to the Anti-Phishing Work Group at   
Anti-Phishing Working Group: Report Phishing
 

What to Do if You Become a Victim 
 
Immediately report the situation to the fraud units of the three credit reporting companies 
-- Experian (formerly TRW), Equifax and TransUnion. Report that your identifying information 
is being used by another person to obtain credit fraudulently in your name. Ask that your file be 
flagged with a fraud alert. Add a victim's statement to your report. ("My ID has been used to 
apply for credit fraudulently. Contact me at [your phone number] to verify all applications.") 
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Close the accounts that you know or believe have been tampered with or opened fraudulently. 
Use the ID Theft Affidavit when disputing new unauthorized accounts.  
 
File your complaint at www.ftc.gov, and then visit the FTC’s Identity Theft Web site at 
www.consumer.gov/idtheft to learn how to minimize your risk of damage from ID theft. Visit 
www.ftc.gov/spam to learn other ways to avoid email scams and deal with deceptive spam.   
 
The following report provides an excellent set of guidance for victims of Identity Theft: 
Identity Theft: What to Do if It Happens to You 
A Joint Publication of the Privacy Rights Clearinghouse and CALPIRG  
http://www.privacyrights.org/fs/fs17a.htm  
 
Contact all creditors immediately with whom your name has been used fraudulently, by phone 
and in writing. You will see evidence of these accounts on your credit reports. Creditors will 
likely ask you to fill out fraud affidavits. The Federal Trade Commission (FTC) provides a 
uniform affidavit form that most creditors accept (Web:  
www.ftc.gov/bcp/conline/pubs/credit/affidavit.pdf).  
 
Report the crime to your local police or sheriff's department. You might also need to report it 
to police departments where the crime occurred. Give them as much documented evidence as 
possible. Make sure the police report lists the fraud accounts. Get a copy of the report. Keep the 
phone number of your investigator handy and give it to creditors and others who require 
verification of your case. Credit card companies and banks may require you to show the report in 
order to verify the crime.  
 
If your existing credit accounts have been used fraudulently, get replacement cards with new 
account numbers. Ask that old accounts be processed as "account closed at consumer's request" 
(better than "card lost or stolen" because it can be interpreted as blaming you.) Monitor your mail 
and bills for evidence of new fraudulent activity. Report it immediately to creditor grantors. Add 
passwords to all accounts. This should not be your mother's maiden name or a word that is 
easily guessed.  
 
Do not pay any bill or portion of a bill that is a result of fraud. Do not cover any checks that 
were written or cashed fraudulently. Do not file for bankruptcy. Your credit rating should not be 
permanently affected. No legal action should be taken against you. If any merchant, financial 
company or collection agency suggests otherwise, restate your willingness to cooperate, but don't 
allow yourself to be coerced into paying fraudulent bills. Report such attempts to government 
regulators immediately.  
 

Credit Reporting Bureaus   
 
Equifax: P.O. Box 105069, Atlanta, GA 30348. 
Report fraud: Call (800) 525-6285 and write to address above.  
Order credit report: (800) 685-1111. 
TDD: (800) 255-0056  Web: www.equifax.com   
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Experian (formerly TRW):   
P.O. Box 9532 Allen, TX 75013.  
Report fraud: Call (888) EXPERIAN (888-397-3742) and write to address above.  
Order credit report: (888) EXPERIAN. 
TDD Use relay to fraud number above.  
Web:  www.experian.com   
 
TransUnion:  
P.O. Box 6790, 
Fullerton, CA 92834 
Report fraud: (800) 680-7289 and write to address above. 
Order credit report: (800) 888-4213.  
TDD: (877) 553-7803 
E-mail (fraud victims only): fvad@transunion.com
Web: www.transunion.com  
 

Take the Phishing Test  
 
Look at the following email messages and see if you can figure out which are Phish and which 
are legitimate. 
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Correct Answers:  

 
1.  Chase Legitimate why?
2.  Paypal Fraud why?
3.  Bank of America Legitimate why?
4.  Washington Mutual Fraud why?
5.  MSN Fraud why?
6.  Earthlink Legitimate why?
7.  Amazon Fraud why?
8.  eBay Fraud why?
9.  Capital One  Legitimate why?
10. Network Solutions  Legitimate why?

 
Answer explanations are listed on the DA’s website at  

http://www.albanycountyda.com/Phish.pdf
 
 

Contact the DA’s Office: 
 
 

District Attorney P. David Soares 
Albany County Court House 

Albany NY 12207 
518 487 5460 

Email: pdavidsoares@albanycounty.com 
Website:  http://www.albanycountyda.com 

http://www.mailfrontier.com/quiztest2/answers/why_q1.html
http://www.mailfrontier.com/quiztest2/answers/why_q2.html
http://www.mailfrontier.com/quiztest2/answers/why_q3.html
http://www.mailfrontier.com/quiztest2/answers/why_q4.html
http://www.mailfrontier.com/quiztest2/answers/why_q5.html
http://www.mailfrontier.com/quiztest2/answers/why_q6.html
http://www.mailfrontier.com/quiztest2/answers/why_q7.html
http://www.mailfrontier.com/quiztest2/answers/why_q8.html
http://www.mailfrontier.com/quiztest2/answers/why_q9.html
http://www.mailfrontier.com/quiztest2/answers/why_q10.html
http://www.albanycountyda.com/Phish.pdf


 

- 17 -   

 



 

- 18 -   

 



 

- 19 -   

 



 

- 20 -   

 



 

- 21 -   

 
 
 



 

- 22 -   

 



 

- 23 -   

 
 
 



 

- 24 -   

 



 

- 25 -   

 



 

- 26 -   

 
 
 



 

- 27 -   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Contact the DA’s Office: 
 
 

District Attorney P. David Soares 
Albany County Court House 

Albany NY 12207 
518 487 5460 

Email: pdavidsoares@albanycounty.com 
Website:  http://www.albanycountyda.com 
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